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	Distribution Date:
	November 6, 2015

	To:
	NASA HQ IT POCs

	Subject:
	Mobile Device Management (MDM):  General Deployment at HQ - November 12 – December 9, 2015

	What’s Happening:
	NASA is implementing a Mobile Device Management (MDM) solution to better manage mobile devices that connect to the NASA network. MDM will improve NASA’s ability to centrally manage devices that access NASA data such as e-mail, calendaring, and contacts. MDM also provides better data protection, deployment of mobile applications, asset tracking and management, and better support of future NASA activities related to personal devices. 
This phase of the MDM implementation will include ACES-managed iPhones, iPads, and Androids.  The MDM solution will use MaaS360 software to enable specific security policy settings remotely on these mobile devices (just like Exchange ActiveSync does today), helping to secure NASA data and reducing potential risks to NASA systems.
All NASA HQ users with ACES-managed mobile devices listed above are required to register/enroll their device(s) in MDM and install the MaaS360 software on their mobile device(s) by December 9, 2015.
For more information, visit the MDM @ HQ Web page.

	What to Expect:
	The Agency plan is to deploy MDM at each Center in Waves.  NASA HQ is in Wave 3 and will begin deployment on Thursday, November 12.  A dedicated ACES technician and ITCD staff members will be available to provide assistance with MDM registration/enrollment and installing the MaaS360 application.
Registration Window for NASA HQ:  November 12 through December 9
1. There will be several methods available for registering in MDM. 
· Self-Registration:  Users may register themselves using step-by-step instructions.
· MDM Registration Center:  A dedicated location with a support team in place November 12-30.  Users may visit the Registration Center on any floor, any day between 10 a.m. and 2 p.m. to receive assistance. See the MDM@HQ page for schedule.
· Deskside Visit:  Users may request one-on-one assistance at their desk by sending an e-mail to:
HQ-ITCD-CustomerInquiries@mail.nasa.gov. 

2. HQ users with ACES-managed iPhones, iPads, and Androids who still need to register/enroll will receive a targeted message with instructions on how to complete the MDM registration/enrollment. Separate IT notices will be sent to the following categories of users:

· Officials-in-Charge:  Team will schedule a deskside visit with an ACES technician.
· Users listed as having requested the ability to export their encryption certificates: These users will be provided the option to visit the MDM Registration Center or schedule a deskside visit in order to have a team member validate whether or not the user has exported their certificates to their mobile device.
· Remaining users:  All other users will be given the option to self-register using the instructions provided or visit the Registration Center for assistance.

	[bookmark: prepare]Preparing for Enrollment:
	Regardless of enrollment method, all users will need to prepare for the MDM registration process, by ensuring they have the following items:
	Requirement:
	Registration method

	
	Self-Register:
	MDM Registration Center or Deskside Visit:

	NDC Credentials
(username and password)
	
	

	PIV smartcard PIN
(contact the HQ badging office if you do not know your PIN)
	
	

	For ACES-managed iPhones and iPads: An Apple ID for iTunes
	
	

	For ACES-managed Android devices: A Google account
	
	

	For Macintosh users: A card reader for enrollment
	
	


 

	Resources:
	MDM@HQ Project Web page:
http://itcd.hq.nasa.gov/MDM.html 
Agency MDM Web page (NASA only):
https://aces.ndc.nasa.gov/subnav/mdm.html
MDM FAQs (NASA only):
https://aces.ndc.nasa.gov/documents/MDM%20FAQ.pdf
MDM Overview (NASA only):
https://aces.ndc.nasa.gov/documents/Outreach_MDM.pdf 

	Questions:
	ITCD Customer Engagement Branch:
Debrina Harrell, , 358-0982
Toni Jaffier, 358-0664


	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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