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	To:
	All NASA HQ users

	Subject:
	Certificate Update Required for Accessing NASA E-Mail and Other Services on Non-NASA Computers

User Action May Be Required!

	Users Affected:
	NASA HQ Users who use non-NASA computers to access e-mail and other related services

	Services Affected:
	· E-mail client, such as Microsoft Outlook, configured to access NASA e-mail

· Outlook Web Access (OWA)

· ProofPoint

· Large File Transfer

	What’s Happening:
	Entrust certificates on the NASA Operational Messaging and Directory Service (NOMAD) e-mail servers are due to expire on Friday, December 31, 2010. These certificates must be updated to comply with industry standards by the end of this year. As a result, new Entrust root certificates will need to be installed on all computers that connect to NASA e-mail servers.  

Security certificates on all NASA-provided computers have been recently automatically updated to ensure continued operation of e-mail services. No action is required for NASA-provided computers.

Home computers that have been configured to receive NASA e-mail  may experience issues if the root certificate is not applied.  Additionally, users who access Outlook Web Access (OWA) on a non-NASA computer may receive a certificate warning error when attempting to log into OWA.  The warning message will not prevent access to NASA e-mail on OWA.

	Action Required:
	If you use a non-NASA computer (i.e. at home) to access e-mail or the services listed above, you will need to install a security certificate update on your computer.
Security certificates on non-NASA computers must be updated before Monday, December 27 in order to access the affected services listed above.  

This update applies only to non-NASA computers:  Install the Entrust.net Security Certificate Update by clicking on the link and following the prompts.

	Support:
	IT Help Desk:  Call 358-HELP (4357) or 1-866-4NASAHQ (462-7247) or send an e-mail.
POC: Linda Hong, HQ Postmaster:  linda.l.hong@nasa.gov

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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