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	To:
	All NASA HQ Personnel

	Subject:
	Security Concerns Regarding Apple Devices and the Apple iCloud Service
User action may be required!

	Date:
	Tuesday, December 20, 2011

	What’s Happening:
	Apple has included a new data sharing service called iCloud with the release of iOS 5 for iPhone and iPads, and Mac OS X 10.7.2 (Lion) for Macintosh computers. 
The iCloud capabilities create data security concerns for NASA for several reasons, including the fact that the syncing features require the caching of information on Apple servers.  iCloud is not approved as a NASA external system for storing and processing NASA data.  Enabling features of iCloud can cause unintended co-mingling of NASA data and personal data on these devices, potentially leading to exfiltration of sensitive data to non-NASA devices and/or Apple servers.  

	Action Required:
	When issued by ACES, NASA Apple devices will be configured with all iCloud features disabled, with the exception of bookmarks, Photo Stream, and “Find My Phone.”  Because iCloud features can be enabled by users after deployment, all NASA personnel with NASA-owned Apple devices are cautioned against enabling features that pose a data security risk to the Agency.
All NASA personnel who use Apple devices (both NASA-owned and personally-owned) should take notice of the following:
· The sharing of Mail & Notes, Documents & Data, and the use of “Back to My Mac” functions must be disabled on all government devices.
· The iMessage application should not be used on NASA-owned devices, as it is not compliant with federal regulations.
· Use a separate Apple account for NASA and non-NASA devices.  Using the same account can cause increased security risks.
· Personnel attending access-restricted teleconferences and WebEx events should ensure that Calendar sharing is disabled (these functions are available as part of NOMAD).
· Users of personally-owned iOS devices are cautioned to disable Photo Stream sharing on their government devices to ensure that inappropriate personal photos are not unintentionally shared to government equipment.
· While sharing Contacts, Bookmarks and Find My Mac/iPhone/iPad capability is allowed, discretion should be used to prevent unintentional syncing of personal and government information.
· If you have or plan to upgrade to (1) iOS 5 (on your NASA or personal iPhone or iPad) or to (2) Mac OS X 10.7.2 (on your personally-owned computer); you are strongly cautioned to ensure undesired iCloud sharing functions are disabled immediately following the upgrade.  Additionally, iOS v5.01 is recommended to help eliminate known security vulnerabilities.

	Background:
	iCloud provides consumers the means to sync and share electronic mail, documents, calendar reminders, browser bookmarks, contacts, and photos, by storing this data on Apple servers on the Internet and then syncing all devices associated with an Apple Account.  

	Additional Information:
	· Guidance on the Use of Apple’s iCloud:
https://etads.nasa.gov/DCS/files/iCloud%20Guidance.pdf 
· NASA Desktop Computing Standards:
https://etads.nasa.gov/DCS/Policy.shtml 
· iCloud Guidance for Service Providers:
https://etads.nasa.gov/ASCS/docs/cis-benchmark-guidance/ASCS guidance on iCloud Configurations.pdf 

	Support:
	Enterprise Service Desk (ESD):  
· Web Site: https://esd.nasa.gov
· E-Mail: nasa-esd@mail.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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